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You Americans, you're all engineers. You think that all the 

world's problems are puzzles that can be solved with money 

and material. You are wrong. All the world's great problems 

are not problems at all. They are dilemmas, and dilemmas 

cannot be solved. They can only be survived.

ð Henry Kissinger
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From a security and composability perspective, the 

Docker process model - where everything runs 

through a central daemon - is fundamentally flawed.

ð Alex Polvi, CEO of CoreOS



Docker < 1.11.0

χ

¸ ḕᶈᴅ♇ᾥ

¸ ḳᵸ ιוdocker daemonғּיּ ᶐ҃

Unix ₩ᶚ￼ ⱡ Ἠԋ

¸ ᵏἆ״ dockerҺẽᵠ⃰ᶈ ￼ḳᵸ

¸ ḳᵸԓ≡ῶ ⃰￼init ιӔּזӘ init

￼ẔּזῊ ֒   ᶴתӡᴺ

ᵻᾠ ᵙᶴת ầẂ ₿

¸ ῂ│ַּזsd_notify socket activation

systemdו

systemd

docker run app-1

docker engine daemon

docker run app-2 

app-1( pid 1)

app-2( pid 1)



Docker 1.11.0+

χ

¸ ḕᶈᴅ♇ᾥ

¸ ḳᵸ ιוcontainerdғּיּ ᶐ҃Unix

₩ᶚ￼ ⱡ Ἠԋ

¸ ᵏἆ״ dockerҺẽᵠ⃰ᶈ ￼ḳᵸ

¸ ḳᵸԓ≡ῶ ⃰￼init ιӔּזӘ init

￼ẔּזῊ ֒   ᶴתӡᴺ ᵻ

ᾠ ᵙᶴת ầẂ ₿

¸ ῂ│ַּזsd_notify socket activation

systemdו

systemd

docker run app-1

containerd

docker engine

runC

app-1( pid 1)



rkt + systemd

χ

¸ ḕᶈᴅ♇ᾥ

¸ ḳᵸ ιוόόόғּיּ ᶐ҃Unix ₩

ᶚ￼ ⱡ Ἠԋ

¸ ᵏἆ״ rktҺẽᵠ⃰ᶈ ￼ḳᵸ

¸ ḳᵸԓ≡ῶ ⃰￼init ιӔּזӘ init

￼ẔּזῊ ֒   ᶴתӡᴺ ᵻ

ᾠ ᵙᶴת ầẂ ₿

¸ ῂ│ַּזsd_notify socket activation

systemdו

systemd

rkt run app-1

systemd

( nested, pid 1) 

systemd-nspawn

app-1

journald



Is Docker Fundamentally Flawed?

Docker￼ χ

¸ ᾟὙᶺ ᾛӐ εᾺ￼ ￼ Linux Mac

WindowsζιẊώӗ ớ￼ӌ ι rktᶈ≡ῶsystemd￼

іҺῶו ᷂

¸ Ѯ ᵇẦᴧҚᵔι ԁⱷ╧ ᶺ￼ᶶ ₦Ổι systemd￼₦

Ổ Ẃᶶ 

¸ ‟‗ᵙrkt + systemdẊῂ  јᵃιᴱј docker daemonᴉὯ

҃systemd￼ӈ

¸ ῗ￼ιdockerỳἄѭsystemd



From a security and composability perspective, the 

Docker process model - where everything runs 

through a central daemon - is fundamentally flawed.

ð By Alex Polvi, CEO of CoreOS



ԋ҈init éé

¸ ᵏט￼ Ѧ ιPIDѭ1

¸ Ҩdaemon￼ẻẪḕᶈι ғּוἍῶԎҤ ιῗἍῶԎҤ

￼ Ӿι ᾠ ḘӸ ᵙᾠבӷṐ

¸ ḾsignalὊῶ⸗ χḅ‛init ѧ≡ּזsignal A￼handlerιֱј

ҺḾsignal AӮ֧ᵠẔ

¸ Init ֧ = ֧ιἍҨ ј ѭinit ѭᴅ♇ᾥ

¸ Ẃ ￼init ῶ◊҈Unix￼sysvinit ￼Ubuntuⱷ᷃יּ`

Upstart ᵙẸׁ ῞ systemd￼זּ



ԋ҈systemdéé

¸ LinuxіῶᴷҨ‎ῳԏ҅ ￼ ι҅ ᶽֹῶҚӔּז⅝⸗ṳ

ў ἐῨ systemd￼Ѯ Ầᴧ Lennart Poettering

¸ Ṁ Debian ֫ת ιIan Jackson Joey Hess ᶽ ֧

¸ ὶ ҃ᶿᶺ҆ừι ҃initι ὶ ◊כּ҃ ᶵ ῄ

Ố Һ ééẸⱡ ῶἅҪ⃰ᶈ ￼ḳᵸ

¸ LinusḾsystemd￼ │χῶỄᶺṇ ε Ẃ ￼ ≡ῶᵝᵖ

￼ééζιӇῗᶽΆᵇ≡

¸ ἅḾsystemd￼ │χ` ῶἹצּ ιאᶈ ệ ﬞỴ Ḅ



ἅ￼ Ὅéé

ӫᵇ҈rkt + systemdιᴝᵼῗχ

¸ systemdᴵҨѭּוғ ώӗӝַת

¸ ᾟὙpod-container ‗ιᴵҨ῭Ḅ￼ ᶺת Ẕּז

¸ ḳᵸε֝ ￼ Ẕ ῗpodζԓ ѼᴵҨῶsystemdιᴵҨ

Өיsystemd זpodԓ￼Ẕּת

¸ rktώӗ҃῭Ḅ￼Ḡԅ⸗ớ

¸ ѹṵᾹ ԒḳṀ Ẉ ιἍҨ῾‎ἅҪᴵ Һᶢ҈docker

ӮẦᴧ ᶫιᶢ҈rkt + systemdӮע іעᶫ
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Imperative vs. Declarative

¸ ὝҧεᵘҧζẪ χᵘҧ ᵸḅӍᴞӮ҆ừ

¸ ᶲ῎εὼ ζẪ χᵓ  ᵸӑỳ ￼ῗҜѱ

¸ Ḿ ιἅҪ῭ᵴ₮ᶲ῎Ẫ￼Ṫԏεјҝ ҈ ζχ⅝

ḅSQLᵙᴿ Ἅ ᴏἍệṪԏιԜ⅝ḅḳᵸ ᶟ￼CoreOSᵙ

Kubernetes

¸ ᶈḳᵸᵙỉῸח╙ ѳᵅιᶲ῎ẪộỳῘệ⁪ᶹ
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ὝҧẪ ￼

¸ step-by-step￼ ֒  ι ỳ ᶫ￼ᴿע‰ ꜛ֙ ᶴתᴿ

edge casesι ẙӘ ֒ ￼

¸  ᶈјᵃ￼עᶫ ᴵ Һғּוјᵃ￼ ‛

¸ ֒  Ὴ Ӭḧ ᶫӠὙע‰ ḧι ᶈ֫ṵẪԊҕעᶫїјᶿ

ḳ῏ḫא

¸ ╙ Ễ ԏᶵ҆חớιḅ‛  ᶈἚ ѧ Ỵᶹừ֙ἔᾸι

Ễᴵ ғּוỴỳјֹ￼ѧ ꜛỗ

¸ ᴱῶֹ іעᶫ‬ ἑ ֬҃ ‛ιỳ҃ і₭ ￼

‛ιḾј ιᴵ Ṱ ҃éé

¸ ᴰ ֒ᾰ⁶ὼ ╙ ιḅ‛ ᶺҚ ἴᵃ Ѧ  ιᴃ

ӐỀỀҺ Ẃᵿ



ᶲ῎Ẫ ￼Ḅᶴ

¸ Ӕּז ᾰҭ ὶὼ ῳ ꜛỗιјọ ╙ ᵙ ᶫע‰ ι῏

҈ ֒ιּה ᴵҨּיẦᴧҚᵔ ὶ ֒

¸ ת҈῏ ι῏҈ᶺҚԊᵃ ἴᵙcode review

¸ ῏҈ᾰ⁶קᵙⱱ  ת

¸ ҈יּ ᾰҭ ὶὼ ҃ῳ ꜛỗι ѱ ᾰҭⱱ קῃῗ

‛￼ⱱ ק

¸ ᶶ јҺғּוј ￼ ‛

¸ ᶈјᵃ￼ וᶫїᴵҨғּע‰ ￼ ‛

¸ ᶾⱡԏᶵ҆חớι ѱἄוι ѱҜѱ јӮ

¸ ᶾⱡ ᵀјᴵᴪᶢ ᾼתỔ



ҨKubernetesѭӕι ῎ᶲ῎Ẫ ộỳ

éé


